
































































































Date: 10th Sept 2022 
To 

The Registrar, 

Kakatiya University 
Warangal 

Sub: Introduction of 4 certificate courses in dual mode by Dept of ECE and 

CSE from 2022-23 academic year-submission of syllabus-reg 

Sir 

With reference to the subject cited I am herewith submitting syllabus of 4 

certificate courses viz, certificate course in IOT, Cyber Security. Web 

Technology, and Research Methodology proposed to offer from department of ECE 
and CSE in dual mode from 2022-23 academic year onward. 

This may kindly be acknowledged and take necessary action 

Thanking you sir 

Yours faithfully 

m 
(Prof. T. Srinivasulu) 

Dept of ECE 

A wX 
(Dr. M. Sadanandam) 

Dept of CSE 



KAKATIYA UNIVERSITY, WARANGAL 
FACULTY OF ENGINEERING AND TECHNOLOGYy 

DEPT OF ECE AND cSE 

CERTIFICATE COURSE: INTERNET OF THINGS 
PAPER I 

Objectives: 
1. To understand Smart Objects and IoT Architectures and learn about 

various IOT-related protocols 

2. To build simple IoT Systems using Arduino and Raspberry Pi 
3. To understand data analytics, cloud in the context of IoT and to develop IoT 

infrastructure for popular applications 

Outcomes: At the end of this course, students will be able to: 
1. Understand the concepts of Internet of Things 
2. Analyze basic protocols in wireless sensor network 
3. Design IoT applications in different domain 
4. Able to analyze design performance 
5. Implement basic IoT applications on embedded platform 

UNIT I (10 HRS) 
Fundamentals of IoT: Evolution of Internet of Things Enabling Technologies - IoT Architectures: one M2M, IoT World Forum (ToTWF) and Alternative IoT models -

Simplified IoT Architecture and Core ToT Functional Stack -- Fog, Edge and Cloud in IOT Functional blocks of an IoT ecosystem - Sensors, Actuators, Smart Objects and Connecting Smart Objects. 

UNIT II (10 HRS) 
IOT Protocols IoT access technologies: Physical and MAC layers, topology and Security of IEEE 802.15.4, 802.15.49, 802.15.4e, 1901.2a, 802.11ah and LoRaWAN Network Layer: IP versions, Constrained Nodes and Constrained Networks Optimizing IP for IoT: From 6LoWPAN to 6Lo, Routing over Low Power and Lossy 



Networks - Application Transport Methods: Supervisory Control and Data 
Acquisition Application Layer Protocols: CoAP and MQTT. 

UNIT III (8 HRS) 

Design and development design methodology: Embedded computing logic 
Microcontroller, System on Chips - ToT system building blocks Arduino Board 
details, IDE programming -Raspberry Pi - Interfaces and Raspberry Pi with Python Programming. 

References: 
1. David Hanes, Gonzalo Salgueiro, Patrick Grossetete, Rob Barton and Jerome Henry, "IoT Fundamentals: Networking Technologies, Protocols and Use Cases for Internet of Things", Cisco Press, 2017 
2. Vijay Madisetti, Arshdeep Bahga, "Internet of Things: A Hands-On Approach" 



KAKATIYA UNIVERSITY, WARANGAL 
FACULTY OF ENGINEERING AND TECHNOLOGY 

DEPT OF ECE AND cSE 

CERTIFICATE COURSE: INTERNET OF THINGS 
PAPER-II 

Objectives: 
1. To understand Smart Objects and IoT Architectures and learn about various IOT-related protocols 
2. To build simple IoT Systems using Arduino and Raspberry Pi 
3. To understand data analytics, cloud in the context of IoT and to develop IoT 

infrastructure for popular applications 

Outcomes: At the end of this course, students will be able to: 
1. Understand the concepts of Internet of Things 
2. Analyze basic protocols in wireless sensor network 
3. Design IoT applications in different domain 
4. Able to analyze design performance 
5. Implement basic TIoT applications on embedded platform 

UNIT I (10 HRS) 

Data analytics and supporting services: Structured Vs Unstructured Data and Data 

in Motion Vs Data in Rest Role of Machine Learning No SQL Databases - Hadoop 
Ecosystem -Apache Kafka, Apache Spark - Edge Streaming Analytics and Network 

Analytics - Xively Cloud for IoT, Python Web Application Framework Django -

AWS for ToT System Management with NETCONF-VANG Developing 

UNIT II (10 HRS) 

Case studies/industrial applications: Manufacturing Converged Plantwide Ethernet 
Model (CPwE) - Power Utility Industry GridBlocks Reference Model - Smart and 

Connected Cities: Layered architecture, Smart Lighting, Smart Parking 
Architecture and Smart Traffic Control. 



References 
1David Hoanes, Gonzalo Salgueiro, Patrick Grossetete, Rob Barton and Jerome 

Henry. IoT Fundomentals Networ king Technoiogies. Protocols and 
Cases for Internet of Things", Cisco Press. 2017 

2 Viyay Madisetti 

Approach 

e 

Use 

Arshdeep BahgaInternet of Things A Hands On 



KAKATIYA UNIVERSITY, WARANGAL 

FACULTy OF ENGINEERING AND TECHNOLOGY 

DEPT OF ECE AND CSE 

CERTIFICATE COURSE: CYBER SECURITY 

PAPER-I 

Course Objectives: 
Learn the various threats in networks and security concepts. 

Apply authentication applications in different networks. 

Understand security services for email. 

Awareness of firewall and IT laws and policies 

Course Outcomes: 

After Completion of the course Student will be able to: 

1. Understand the various network threats. 

2. Analyse the forensic tools for evidence collection. 

3. Apply the firewalls for threat analysis. 

UNIT-I (10 HRS) 
Ethical hacking, Attack Vectors, Cyberspace and Criminal Behaviour, Clarification 

of Terms, Traditional Problems associated with Computer Crimes, Realms of Cyber 

world, brief history of the internet, contaminants and destruction of data 

unauthorized access, computer intrusions, white collar crimes, viruses and malicious 

code, virus attacks, pornography, software piracy, mail bombs, exploitation, 

stalking and obscenity in internet, Cyber psycholo9y. Social Engineering. 

UNIT-II (8 hrs) 

Investigation Tools, e-discovery, EDRM Models, digital evidence collection and 

preservation, email investigation, email tracking, IP tracking, email recovery, searc 

and seizure of computer systems, password cracking. 

Suggested Readings 
1. Charles P. Fleeger, "Security in Computing", Prentice Hall, New Delhi, 2009. 

2. BehrouzA.Forouzan, "Cryptography & Network Security". Tata McGraw Hill, 

India, New Delhi, 2009. 



3. William Stallings, "Cryptography and Network Security", Prentice Hall, New Delhi, 20006. 
4. Chalie Kaufman, Radia Perlman, Mike Speciner, "Network Security: Private Communication in a Public Network", Pearson Education, New Delhi, 2004. 5. Neal Krawetz, "Introduction to Network Security", Thomson Learning. Boston, 2007. 

6. Bruce Schneier, "Applied Cryptography", John Wiley & Sons, New York, 2004. 



KAKATIYA UNIVERSITY, WARANGAL 
FACULTY OF ENGINEERING AND TECHNOLOGY 

DEPT OF ECE AND CSE 

CERTIFICATE COURSE: CYBER SECURITY 
PAPER-II 

Course Objectives: 
Learn the various threats in networks and security concepts Apply authentication applications in different networks Understand security services for email. 

Awareness of firewall and IT laws and policies 

Course Outcomes: 
After Completion of the course Student will be able to: 

1. Understand the various network threats. 
2. Analyse the forensic tools for evidence collection. 
3. Apply the firewalls for threat analysis. 

UNIT-I (10 hrs) 
Introduction to Digital forensics, Forensic software and handling, forensic 
hardware and handling, analysis and advanced tools, forensic technology and 
practices, Biometrics: face, iris and fingerprint recognition, Audio-video evidence 
collection, Preservation and Forensic Analysis. 

UNIT-II (8 hrs) 
Forensic Analysis of OS artifact, Internet Artifacts, File System Artifacts, 

Registry Artifacts, Application Artifacts, Report Writing. Mobile Forensic 
identification, collection and preservation of mobile evidences, social media 

analysis, data retrieval, Email analysis from mobile phones. 

UNIT-III (12 HRS) 
Ethics, Policies and IT Act Basics of Law and Technology, Introduction to Indian 
Laws, Scope and Jurisprudence, Digital Signatures, E Commerce-an Introduction, 

possible crime scenarios, law coverage, data interchange, mobile communicafion 

development, smart card and expert systems Indian Laws, Information Techno 
Act 2000, Indian Evidence Act, India Technology Amendment Act 2008, Indian 



Penal Code , Computer Security Act 1987, National Information Infrastructure 

Protection Act 1996, Fraud Act 1997, Children Online Protection Act 1998 
Computer Fraud and Abuse Act 2001, Intellectual Property, IP Theft, Copyright 
Trademark, Privacy and Censorship. Introduction to Cyber Ethics, rights over 
intellectual property, Corporate IT Policy Formulations, Compliance Auditing. 

Suggested Readings 
1. Charles P. Fleeger, "Security in Computing", Prentice Hall, New Delhi, 2009. 
2. BehrouzA.Forouzan, "Cryptography & Network Security", Tata McGraw Hil1 

India, New Delhi, 2009. 
3. William Stallings, "Cryptography and Network Security", Prentice Hall, New 

Delhi, 2006. 
4. Chalie Kaufman, Radia Perlman, Mike Speciner, "Network Security: Private 

Communication in a Public Network", Pearson Education, New Delhi, 2004. 
5. Neal Krawetz, "Introduction to Network Security", Thomson Learning. 

Boston, 2007. 
6. Bruce Schneier, "Applied Cryptography", John Wiley & Sons, New York, 

2004. 



KAKATIYA UNIVERSITY, WARANGAL 
FACULTY OF ENGINEERING AND TECHNOLOGY 

CERTIFICATE COURSE: RESEARCH METHODOLOGY 
PAPER-I 

Objectives: 
1. To know the motivation on research philosophy and processes in general. 

2. To be able to formulate the problem statement and prepare research plan 

for the problem under investigation through literature. 

3. To be able to apply various techniques for data analysis and patenting 

Outcomes 
1. Students able to understand research methodology and problems 
2. Able to define the techniques involved in defining problem 
3. Able to Developing a Research plan and research set up 
4. Able to analyze the collection of data and statistical analysis 

5. Able to have knowledge on writing the report and patenting 

UNIT I (8 HRS) 

Objectives and Types of research: Objectives and Motivation of research- types 

of research. Research approaches Significance of Research-Research Methods 

versus Methodology Research and Scientific method- Importance of research 

methodology Research process criteria of good research- Problems encountered 

by Researchers in India-benefits to society in general. 

UNIT - II (10 HRS) 

Research formulation: Defining and formulating the research problem, selecting 

he problem, importance of literature review in define a problem, literature review, 

orimary and secondary sources, reviews, monograms, patents, research data bases 

veb as a source, identifying gap areas from literature review and research data 

ases, devilment of working hypothesis 



References: 
1. C.R. Kothari, "Research methodology, Methods& techni 

international publishers, 2004 
2. R. Ganesan, "Research Methodology for Engineers", MJP Publishers: Chennai 

2011 
3. P. Ramdass and A. Wilson Aruni, Research and Writing across the 

ds& technique", New age 
MJP Publishers: Chennai, 

disciplines", MJP Publishers, Chennai 2009 
4. Matthew Y Ma, "Fundamentals of Patenting and Licensing for Scientists and 

Engineers" 2nd Edition 2015 



KAKATIYA UNIVERSITY, WARANGAL 
FACULTY OF ENGINEERING AND TECHNOLOGY 

CERTIFICATE COURSE: RESEARCH METHODOLOey 
PAPER-II 

Objectives: 

1. To know the motivation on research philosophy and processes in general. 

2. To be able to formulate the problem statement and prepare research plan 

for the problem under investigation through literature. 

3. To be able to apply various techniques for data analysis and patenting 

Outcomes: 

1. Students able to understand research methodology and problems 
2. Able to define the techniques involved in defining problem 
3. Able to Developing a Research plan and research set up 

4. Able to analyze the collection of data and statistical analysis 
5. Able to have knowledge on writing the report and patenting 

UNIT I (10 HRS) 
Research Design and methods: Meaning of research design - need of research 

design- features of a good design- important concepts relating to research design-

different research designs Basic Principles of experimental designs- Developing a 

Research plan-Exploration, descriptions diagnosis and experiment 

UNIT II (10 HRS) 

Execution of the research and data collection: Aspect of method validation, 

observation and collection of data, methods of data collection, sampling methods, 

data processing and analysis, strategies and tool, data analysis with statistical 

packages (sigma STAT, SPSS for student test t-test, ANOVA, etc.) hypothesis 

testing, generalization and interpretation. 



UNIT III (10 HRS) 

Reporting and thesis writing: Structure and components of scientific reports, 
types of report, technical report and thesis. Thesis writing-different steps and 

software tools (word processing) in the design and preparation of thesis, layout, 
structure (chapter plan) and language of typical reports, illustrations and tables, 
bibliography, referencing and footnotes. Use of visual aids. Patenting: The Basics 
of the Patent System, Patent Law, How to Read a Patent, Protecting Invention and 
Planning Patent Filing, Preparing Patent Application. 

References: 

1. C.R. Kothari, "Research methodology. Methods & technique", New age 
international publishers, 2004, 

2. R. Ganesan, "Research Methodology for Engineers", MJP Publishers: Chennai, 
2011 

3. P. Ramdass and A. Wilson Aruni, "Research and Writing across the 

disciplines", MJP Publishers, Chennai 2009 
4. Matthew Y Ma, "Fundamentals of Patenting and Licensing for Scientists and 

Engineers 2nd Edition 2015 
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